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Outline

● Motivation
○ DevOps best practices in Fortran need tools as powerful as those available in C/C

● What is Codee?
○ Codee fills in the gap in terms of static code analysis and source code formatting for Fortran

● Contributions to the Fortran Community
○ Open source projects: LLVM/Flang, bear, TreeSitter
○ Open Catalog for Fortran (and C/C

● Secure Coding in Fortran!
○ Now Security Matters in Fortran, Why ?
○ Codee for SAST Static Application Security Testing
○ Mapping Codeeʼs PWRs to CWE, ISO/IEC, and CERT

● Want to Know More about Codee?
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Motivation
● Simulation software written in Fortran (and C/C powers mission-critical systems in 

areas like Weather Prediction, Nuclear Simulations, Aerospace, Finance, Defense, … that 
have a deep impact in our daily lives.

● Modern software development in Fortran has evolved significantly in recent years, driven 
by key requirements that go beyond performance and also cover portability, 
maintainability, and security.

● Organizations are adopting DevOps best practices and setting up sophisticated 
Continuous Integration (CI) pipelines to increase the velocity and the quality of the 
software development process of simulation software written in Fortran (and C/C.

● However, Fortran developers still lack the breadth and depth of tools available to C/C 
developers.

Codee provides advanced capabilities for code review and testing that have only been 
available for C and C until the moment.

Codee is the best-in-class static analyzer and source code formatter for Fortran

Think of Codee as the clang-format and clang-tidy for Fortran!



5

Outline

● Motivation
○ DevOps best practices in Fortran need tools as powerful as those available in C/C

● What is Codee?
○ Codee fills in the gap in terms of static code analysis and source code formatting for Fortran

● Contributions to the Fortran Community
○ Open source projects: LLVM/Flang, bear, TreeSitter
○ Open Catalog for Fortran (and C/C

● Secure Coding in Fortran!
○ Now Security Matters in Fortran, Why ?
○ Codee for SAST Static Application Security Testing
○ Mapping Codeeʼs PWRs to CWE, ISO/IEC, and CERT

● Want to Know More about Codee?



6

What is Codee?

The Programming Environment is a 
powerful ecosystem of developer tools

All-In-One Incremental & Deep Static 
Analysis Tool for Fortran/C/C

Compiler Performance Analysis 
Tools

Optimized Libraries Parallel Programming

Static Analyzer 
for Fortran

(and C/C

Code Formatter 
for Fortran

Static Application 
Security Testing 

SAST

Software Composition 
Analysis 

SCA

AutoFix

From F77 up to F2023 Fixed-form and free-form Standard Fortran Language and Compiler Non-Standard Dialects GNU, Intel)
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Formatter

  Feature name   Feature description Codee fprettify fortitude findent

Command-line interface (CLI) Integration Command-line simple usage, integrable into editors or CI pipelines ✔ ✔ ✔ ✔

Config File Customization Customization file for code style enforcement with extensive documentation ✔ ✘ ✔ ✘

Partial File Formatting Format only parts of the code, ideal for IDE selections or git commits ✔ ✘ ✘ ✘

Format Suppression Comments Suppression of formatting in code sections with comments ✔ ✔ ✔ ✔

Detailed Documentation Up-to-date detailed documentation with all the options explained ✔ ✘ ✔ ✔

Integration Guides Step-by-step guides with integration with git, the most used IDEs and CI pipelines ✔ ✘ ✘ ✘

Modern Fortran Support Support up to the latest version of Fortran (2023) ✔ ✘ ✔ ✔

Automatic Line Indentation Automatic indentation based on code scope ✔ ✔ ✘ ✔

Column Limit Breaking long lines into multiple smaller ones ✔ ✘ ✘ ✘

Operator Spacing Consistency Consistent spacing around operators and keywords ✔ ✔ ✘ ✘

Uniform Operator Style Choose between symbolic or literal representation of Fortran operators ✔ ✔ ✔ ✘

Consistent Keyword Casing Ensure consistent casing of keywords, identifiers and operators ✔ ✔ ✘ ✘

End Statement Style Ensure joined/separated, with/without names end statements ✔ ✘ ✔ ✔

Double-Colon in Declarations Add missing double-colon token to variable declaration ✔ ✘ ✔ ✘

Kind Keyword Enforcement Enforcing the usage of the kind keyword in intrinsic declaration ✔ ✘ ✘ ✘

Split Multiline Statements Break each statement into a separate line ✔ ✘ ✘ ✘

Remove Superfluous Semicolons Removes unnecessary semicolons ✔ ✘ ✘ ✘

Whitespace Cleanup Redundant EOL, trailing whitespace and consecutive whitespaces ✔ ✔ ✔ ✔

EOL Normalization Enforce consistent end-of-line (LF or CRLF) ✔ ✘ ✘ ✘

CODEE

Most Advanced Source Code Formatter for Fortran:
 Highly Customizable, Fast, Reliable and Free

Just Download it and Use it: 
https://www.codee.com/codee-formatter/ 

https://www.codee.com/codee-formatter/
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Analyzer
CODEE

Most Advanced Static Analyzer for Fortran (and C/C

Pricing Plans for an Incremental Adoption in your Organization: 
https://www.codee.com/codee-analyzer/ 

  Feature name   Feature description Codee fortitude clang-tidy

CLI Integration Command-line simple usage, integrable into editors or CI pipelines ✔ ✔ ✔

Incremental Static Analysis Analyze the changed part of the source code only ✔ ✘ ✘

Fortran source code Analyze source code written in Fortran ✔ ✔ ✘

Fotran custom dialects Analyze compiler-specif extension to the Fortran language that are not part of the standard ✔ ✘ ✘

C/C++ source code Analyze source code written in C/C++ ✔ ✘ ✔

Linter report Report issues found in the source code like a linter tool ✔ ✔ ✔

Screening & Priorization report Report issues found in the source code summarized in a priority-based ranking ✔ ✘ ✘

SAST report Report security issues related to Static Application Security Testing (SAST) ✔ ✘ ✘

Autofix Fix the source code upon request by the developer ensuring correctness ✔ ✔ ✔

Open catalog of checkers Detection of checkers documented in an open catalog published online ✔ ✔ ✔

Checkers for code correctness Detection of checkers related to code correctness ✔ ✔ ✔

Checkers for code security Detection of checkers related to code security ✔ ✘ ✔

Checkers for code modernization Detection of checkers related to code modernization ✔ ✔ ✔

Checkers for code optimization Detection of checkers related to code optimization ✔ ✘ ✔

Checkers for code style & format Detection of checkers related to code style and code formatting ✔ ✔ ✔

https://www.codee.com/codee-analyzer/
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Code Domain #Checkers for Security CWE #Checkers for Portability, Modernization, 
Correctness, Other & Optimization PWR (**)

LAPACK
4186 files Fortran
1.4M lines of code

Linear algebra software package

49804 checkers in 6 m 11 s 9638 checkers in 19 m 30 s

OpenBLAS
5263 files Fortran/C
1M lines of code

31250 checkers in 12 m 14 s 13102 checkers in 37 m 48 s

FMS
104 files Fortran
54K lines of code

942 checkers in 2 m 12 s 337 checkers in 10 m 0 s

HYCOM
50 files Fortran
46K lines of code

Climate, Weather, and Ocean Models

1547 checkers in 38.26 s 1416 checkers in 3 m 32 s

Himeno
1 files Fortran
214 lines of code

16 checkers in 166 ms 10 checkers in 5635 ms

ICON
1180 files Fortran
671K lines of code

11182 checkers in 23 m 0 s 6727 checkers in 1 h 9 m 4 s

LSMS
577 files Fortran
72K lines of code

Quantum Chemistry and Materials Science Codes 2474 checkers in 1 m 59 s 1170 checkers in 9 m 10 s

Thornado
99 files Fortran
54K lines of code

Multiphysics and Engineering Simulation Codes

1502 checkers in 40.65 s 1123 checkers in 3 m 1 s

HiPSTAR
114 files Fortran
61K lines of code

2489 checkers in 1 m 31 s 2226 checkers in 7 m 28 s

PHASTA
281 files Fortran
64K lines of code

2629 checkers in 3 m 56 s 11034 checkers in 16 m 18 s

nuccor
4 files Fortran
477 lines of code Nuclear Physics / Specialized Solvers

1 checkers in 523 ms 26 checkers in 1658 ms

EAPPatterns
12 files C/C
3K lines of code

87 checkers in 2152 ms 41 checkers in 8368 ms

Success Stories  using Open Source Software

(*) Invocation of Codee with full license: codee screening -p compile_commands.json --security cwe
(**) Invocation of Codee with full license: codee screening -p compile_commands.json

https://github.com/Reference-LAPACK/lapack.git
https://github.com/OpenMathLib/OpenBLAS.git
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Developer Workflow  powered by

WITHOUT CODEE 

Modify 
the code

Compile 
the code

Run and Test 
the code

WITH CODEE

Modify 
the code

Codee 
formatter & 

analyser

Run and Test 
the code

Compile 
the code
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Analyzer
CODEE

The Codee Checks Report helps to identify code issues 
and looks like the typical “linterˮ report with detailed source code info.

Online up-to-date documentation
https://docs.codee.com/ 

https://docs.codee.com/
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OpenBLAS
1M lines of code
2K files in Fortran
3K files in C

OpenBLAS is an optimized BLAS library based on 
GotoBLAS2 1.13 BSD version.

5193 files, 7502 functions, 18583 loops, 1035170 LOCs successfully analyzed 
(32200 checkers) and 70 non-analyzed files in 27 m 25 s

Analyzer

Checker Category                              Priority AutoFixes #     Title
------- ------------------------------------- -------- --------- ----- ----------------------------------------------------------------------------------------
PWR079  correctness, portability, security    P27 (L1)           13    Avoid undefined behavior due to uninitialized variables
PWR063  correctness, modern, security         P12 (L1)           715   Avoid using legacy Fortran constructs
PWR068  correctness, modern, security         P9 (L2)            13224 Encapsulate procedures within modules to avoid the risks of calling implicit interfaces
PWR008  correctness, modern, security         P9 (L2)  9         2338  Declare the intent for each procedure argument
PWR007  correctness, modern, security         P9 (L2)  2190      2193  Disable the implicit declaration of variables and procedures
PWR069  correctness, modern, security         P9 (L2)  16        16    Use the keyword only to explicitly state what to import from a module
PWR003  modern, security, other               P6 (L2)            78    Explicitly declare pure functions
PWR018  security, control                     P6 (L2)            6     Call to recursive function within a loop inhibits vectorization
PWR071  modern, portability, security         P3 (L3)            7135  Prefer real(kind=kind_value) for declaring consistent floating types
PWR002  correctness, security                 P3 (L3)            3376  Declare scalar variables in the smallest possible scope
PWR037  correctness, security                 P3 (L3)            13    Potential precision loss in call to mathematical function
PWR073  correctness, modern, security         P3 (L3)            3     Transform common block into a module for better data encapsulation
PWR070  correctness, modern, security, memory P2 (L3)            2143  Declare array dummy arguments as assumed-shape arrays
PWR028  security, control                     P2 (L3)            717   Remove pointer increment preventing performance optimization
PWR030  security, control                     P2 (L3)            2     Remove pointer assignment preventing performance optimization for perfectly nested loops
PWR001  correctness, modern, security         P1 (L3)            228   Pass global variables as function arguments
------- ------------------------------------- -------- --------- ----- ----------------------------------------------------------------------------------------
Total                                                  2215      32200

CODEE

The Codee Screening Report helps to prioritize the code issues
related to correctness, modernization, security, portability, and optimization.

https://github.com/OpenMathLib/OpenBLAS
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Community Projects used in Codee Internals
● Project `Flang`

○ Usage of Flang in Codee: Fortran lexer/parser for Codee Analyzer
○ Systematic testing of Flang for large Fortran codes as part of Codeeʼs QA process
○ Issues reported for the LLVM Flang project: e.g. crashes, semantic errors in Fortran code, 

interoperability with the preprocessor, incorrect lowering to LLVM IR, etc.

● Project `bear`
○ Usage of bear in Codee: Generation of compilation databases to enable analysis of full projects in 

Codee Analyzer
○ Extension of bear with support for more compilers (e.g. GNU, Intel, Cray, Nvidia) that are widely used 

in production environments of Fortran simulation codes.
○ Changes proposed to the bear project: e.g. management of compiler wrappers, default network 

configuration etc.

● Project `Tree-Sitter-Fortran`
○ Usage of Tree-Sitter in Codee: Fortran grammar for Codee Formatter
○ Changes proposed to the Tree-Sitter-Fortran project: e.g. fixes to support Fortran constructs, 

interoperability with the preprocessor, etc.
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Open Catalog for Fortran (and C/C
● Initiative started by the Codee team to provide the Fortran community with a very valuable resource that 

catalogs typical issues found in Fortran codes.
● Intended usage of the Open Catalog includes documentation, self-learning,... and a reference catalog of 

coding issues to be reported by tools (similar to the initiative of catalog SEI CERT C

Just Learn and Contribute: 
https://open-catalog.codee.com/ 

https://open-catalog.codee.com/
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Now Security Matters in Fortran, Why ?

● Today, Fortran software powers critical infrastructures
○ Weather Prediction, Nuclear Simulations, Aerospace, Finance, Defense

● Infrastructures increasingly exposed to cyber threats
○ Through integration with modern, internet-connected platforms

● Cybersecurity attacks can affect any piece of code
○ Fortran libraries used in C/C or Python workflows are no longer "invisible"

● Compliance with recent cybersecurity regulations is now mandatory
○ US NIST SP 800218 2022
○ EU Cyber Resilience Act 2024

● Organizations must adopt secure software development best practices
○ Reduce the risk of security breaches
○ DevSecOps, vulnerability scans, SAST, SCA, SBOM
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● Static Application Security Testing SAST) is an 
automated process that analyzes source code to detect 
potential security vulnerabilities before the software is 
run.

○ “Shift Left Security :ˮ SAST enables to identify issues early in 
the development life cycle, where they are cheaper and 
easier to fix.

● Common Weakness Enumeration CWE Category 
system for hardware and software weaknesses and 
vulnerabilities [https://cwe.mitre.org/]

○ CWE refers to source code patterns that can result in future 
vulnerabilities if not properly managed.

● Codee for SAST
○ Codee Static Analyzer (unique Deep Analysis)
○ Open Catalog PWR) mapped to known vulnerabilities CWE
○ Codee CLI produces SAST reports for CWE

Static Application Security Testing
CODEE FOR SAST

https://cwe.mitre.org/


19

Mapping Codeeʼs PWRs to CWE, ISO/IEC, and CERT
 Open Catalog  86 PWRs detected by Codee

Open Catalog PWR
Vulnerabilities

ISO/IEC 247728 SEI CERT C CWE

PWR007 Disable the implicit declaration of variables and procedures 6.17, 6.18, 6.19, 6.21, 
6.54, 7.2

DCL31C, 
EXP37C, 
DCL07C

CWE-628

PWR008 Declare the intent for each procedure argument 6.32, 6.65
DCL13C CWE-374

PWR063 Avoid using legacy Fortran constructs
6.27, 6.28, 6.31, 6.54, 
6.58

CWE-477, 
CWE-1075, 
CWE-1119

PWR068 Encapsulate procedures within modules to avoid the risks 
of calling implicit interfaces

6.8, 6.9, 6.10, 6.11, 
6.32, 6.34, 6.53

DCL31C, 
EXP37C, 
DCL07C

CWE-628

PWR072 Explicitly declare the 'save' attribute or split the variable 
initialization to prevent unintended behavior

6.54
CWE-665

PWR079 Avoid undefined behavior due to uninitialized variables 6.13, 6.22, 6.56
EXP33C, 
EXP34C, 
MEM01C, 
MSC15C

CWE-908, 
CWE-909, 
CWE-758

…

Fortran/C/C checks
 open-catalog.codee.com/

https://open-catalog.codee.com/Checks/PWR007/
https://wiki.sei.cmu.edu/confluence/display/c/DCL31-C.+Declare+identifiers+before+using+them
https://wiki.sei.cmu.edu/confluence/display/c/DCL07-C.+Include+the+appropriate+type+information+in+function+declarators
https://cwe.mitre.org/data/definitions/628.html
https://open-catalog.codee.com/Checks/PWR008/
https://wiki.sei.cmu.edu/confluence/display/c/DCL13-C.+Declare+function+parameters+that+are+pointers+to+values+not+changed+by+the+function+as+const
https://cwe.mitre.org/data/definitions/374.html
https://open-catalog.codee.com/Checks/PWR063/
https://cwe.mitre.org/data/definitions/477.html
https://cwe.mitre.org/data/definitions/1075.html
https://cwe.mitre.org/data/definitions/1075.html
https://cwe.mitre.org/data/definitions/1119.html
https://cwe.mitre.org/data/definitions/1119.html
https://open-catalog.codee.com/Checks/PWR068/
https://wiki.sei.cmu.edu/confluence/display/c/DCL31-C.+Declare+identifiers+before+using+them
https://wiki.sei.cmu.edu/confluence/display/c/EXP37-C.+Call+functions+with+the+correct+number+and+type+of+arguments
https://wiki.sei.cmu.edu/confluence/display/c/EXP37-C.+Call+functions+with+the+correct+number+and+type+of+arguments
https://wiki.sei.cmu.edu/confluence/display/c/DCL07-C.+Include+the+appropriate+type+information+in+function+declarators
https://wiki.sei.cmu.edu/confluence/display/c/DCL07-C.+Include+the+appropriate+type+information+in+function+declarators
https://cwe.mitre.org/data/definitions/628.html
https://open-catalog.codee.com/Checks/PWR072/
https://cwe.mitre.org/data/definitions/665.html
https://open-catalog.codee.com/Checks/PWR079/
https://wiki.sei.cmu.edu/confluence/display/c/EXP33-C.+Do+not+read+uninitialized+memory
https://wiki.sei.cmu.edu/confluence/display/c/EXP34-C.+Do+not+dereference+null+pointers
https://wiki.sei.cmu.edu/confluence/display/c/EXP34-C.+Do+not+dereference+null+pointers
https://wiki.sei.cmu.edu/confluence/pages/viewpage.action?pageId=87152148
https://wiki.sei.cmu.edu/confluence/pages/viewpage.action?pageId=87152148
https://wiki.sei.cmu.edu/confluence/display/c/MSC15-C.+Do+not+depend+on+undefined+behavior
https://wiki.sei.cmu.edu/confluence/display/c/MSC15-C.+Do+not+depend+on+undefined+behavior
https://cwe.mitre.org/data/definitions/908.html
https://cwe.mitre.org/data/definitions/909.html
https://cwe.mitre.org/data/definitions/909.html
https://cwe.mitre.org/data/definitions/758.html
https://cwe.mitre.org/data/definitions/758.html
https://open-catalog.codee.com/
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Want to Know More About Codee ?
Codee Online Documentation

Quickstarts: https://docs.codee.com/quickstarts 
Codee Formatter: https://docs.codee.com/formatter 
Codee Analyzer: https://docs.codee.com/analyzer 
Changelog: https://docs.codee.com/changelog 
FAQs: https://docs.codee.com/faqs 
Open Catalog: https://docs.codee.com/faqs 

Codee Online Documentation for Specific Platforms
HPE Cray EX https://docs.codee.com/platforms/hpe-cray-ex 
Microsoft Azure: https://docs.codee.com/platforms/azure 

Codee Webinars
Correctness: https://www.codee.com/webinars/ensuring-fortran-correctness-with-codee/ 
Modernization: https://www.codee.com/webinars/ensuring-fortran-correctness-with-codee/ 

https://www.codee.com/enforcing-fortran-coding-guidelines-with-codee/ 
Security: https://www.codee.com/webinars/fortran-security-with-codee/ 

Codee White Papers
Correctness: https://codee.com/wp-content/uploads/Correctness-in-Fortran-using-Codee.pdf 
Modernization: https://codee.com/wp-content/uploads/Coding-Guidelines-in-Fortran-using-Codee.pdf 
Security: https://codee.com/wp-content/uploads/Security-in-Fortran-using-Codee.pdf  

RESOURCES

https://docs.codee.com/quickstarts
https://docs.codee.com/formatter
https://docs.codee.com/analyzer
https://docs.codee.com/changelog
https://docs.codee.com/faqs
https://docs.codee.com/faqs
https://docs.codee.com/platforms/hpe-cray-ex
https://docs.codee.com/platforms/azure
https://www.codee.com/webinars/ensuring-fortran-correctness-with-codee/
https://www.codee.com/webinars/ensuring-fortran-correctness-with-codee/
https://www.codee.com/enforcing-fortran-coding-guidelines-with-codee/
https://www.codee.com/webinars/fortran-security-with-codee/
https://codee.com/wp-content/uploads/Correctness-in-Fortran-using-Codee.pdf
https://codee.com/wp-content/uploads/Coding-Guidelines-in-Fortran-using-Codee.pdf
https://codee.com/wp-content/uploads/Security-in-Fortran-using-Codee.pdf
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Takeaways 

Modern Software Development in Fortran and C/C

Codee Enhances the Programming Environment for 
Fortran/C/C, going beyond the state of the are of 
existing tools for Fortran/C/C

Codee Analyzer is the Most Advanced Static Analyzer 
for Fortran, including C/C as well

- DevOps and DevSecOps best practices
- CI/CD Continuous Integration & Continuous Delivery
- SAST Static Application Security Testing

Codee Formatter is the Most Advanced Source Code 
Formatter for Fortran: Highly Customizable, Fast, Reliable 
and Free

- Correctness verification
- Modernization
- Security
- Optimization
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